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Motivation

Cryptography
Goal: To hide the meaning of a message.

Ciphers : cryptographic algorithms.

symmetric key cryptography : All communicating parties use the same key to
protect their communication.

Requirements
Goal: Ciphers shoul resist cryptanalytic attacks.

It is required that a cipher possesses enough nonlinearity [Matsui and
Yamagishi:1993].

M. Matsui and A. Yamagishi, A new method for known plaintext attack of FEAL cipher,” in Proceedings of the 11th annual international conference on Theory and
application of cryptographic techniques. EUROCRYPT-92. Springer-Verlag, Pp. 81–91. 1993.
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Motivation

Cryptography
block ciphers : Operate on blocks of fixed length of data with an unvarying
transformation that is specified by the key.

stream ciphers : Encrypt message bits by adding encryption bits modulo two.

S-Boxes
Boolean functions (S-boxes): Standard way to add nonlinearity to ciphers.

S-boxes are dominantly used in block ciphers.

Interesting research area for theoretical analysis.
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Motivation

How to compute Boolean functions?

Random search.

Algebraic construction.

Heuristic optimization.

A combination of the previous techniques.

Heuristic optimization approaches

Goal: Maximize the non-linearity of the function.

A variety of methods have been applied.

Good benchmark to study the different algorithms.

Allows to investigate the fitness landscape of these functions.
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Related work

Early approaches
GA based on truth table representation. [Millan et al:1997]

Hybrid GA using hill climbing together with a resetting step. [Millan et al:1998]

Two-stage optimization with a combination of simulated annealing and hill
climbing [Clark and Jakob:2000].

W. Millan, A. Clark, and E. Dawson. An Effective Genetic Algorithm for Finding Highly Nonlinear Boolean Functions. in Proceedings of ICICS-97. Springer-Verlag.
pp. 149–158. 1997.

W. Millan, A. Clark, and E. Dawson. Heuristic design of cryptographically strong balanced Boolean functions. In Advances in Cryptology, EUROCRYPT-98. Pp.
489–499. 1998.

J. Clark and J. Jacob. Two-Stage Optimisation in the Design of Boolean Functions. In Information Security and Privacy, LNCS-1841., Pp. 242–254. Springer.
2000
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Related work

Recent work
Genetic programming (GP) approach to find Boolean functions that possess
several optimal properties [Picek et al:2013].

Hrbacek and Dvorak use Cartesian genetic programming (CGP) to evolve bent
Boolean functions of sizes up to 16 inputs [. Hrbacek and V. Dvorak:2014].

A comparison of EAs and different fitness functions for the problem [Picek et
al:2015].

S. Picek, D. Jakobovic, and M. Golub. Evolving Cryptographically Sound Boolean Functions. In Companion Proceedings of GECCO-2013. Pp. 191–192. 2013

R. Hrbacek and V. Dvorak. Bent Function Synthesis by Means of Cartesian Genetic Programming. In Proceedings of PPSN XIII. LNCS-8672, Pp. 414–423.
Springer. 2014

S. Picek, D. Jakobovic, J. F. Miller, E. Marchiori, and L. Batina. Evolutionary methods for the construction of cryptographic boolean functions. In Proceedings of
EuroGP-2015. Pp. 192–204. 2015
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Motivation

Research goals

Investigate the maximal-nonlinearity problem from different
perspectives: 1) Application of model-based evolutionary
algorithms. 2) Analysis of the properties of the finess
landscape. 3) Deception analysis.

Determine whether the use of the interactions between the
variables influence the results of the algorithms.

Investigate whether there are common patterns and/or
significant differences in the characteristics of the problem
when n is increased.
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Problem definition

Nonlinearity and imbalance

nonlin (f ) = min
affine f1∈22N

δ(f , f1) (1)

imbal (f ) = abs(|x : f (x) = 1| − |x : f (x) = 0|) (2)

= min
balanced f1∈22N

2× δ(f , f1)

fit (f ) = max
f∈22N

{nonlin (f )− imbal (f )} (3)
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Problem definition

Fitness function

modified_Nf = Nf +
(2n − freq(|Wf (~a)|))

2n
− imbal(f ), (4)
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Motivation

EDAs

Use a probabilistic model to represent promising solutions.

Machine learning methods are used to learn and sample
the models.

Some variants can deal with problems where variables
exhibit strong interactions.

They do not depend on the order of variables as genetic
operators do.

Probability theory as a solid theoretical foundation for the
study of EDAs.
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Optimization approach

Algorithm 1: Estimation of distribution algorithm

1 Set t ⇐ 0. Generate M points randomly.
2 do {
3 Evaluate the points using the fitness function.

4 Select a set DS
t of N ≤ M points according to a selec-

tion method
5 Compute a probabilistic model of DS

t .
6 Generate M new points sampling from the distribution

represented in the model
7 t ⇐ t + 1
8 } until Termination criteria are met.
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Complexity of the probabilistic model

Univariate models
Variables are independent

No interaction is modeled

Very efficient model

p(x) =
∏

i p(xi)

Multivariate models
Can represent variables
interactions

Variables are grouped into,
some time overlapping,
factors
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EDAs that use simple models

Univariate model

p(x) =

n∏

i=1

p(xi )

Tree model

pTree(x) =

n∏

i=1

p(xi | pa(xi ))

1-order Markov model

pMK (x) = p(x1)

l∏

i=2

p(xi | xi−1)
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EDA example: UMDA

Selected population

1 0 0 0 1 1 1 0

1 0 1 0 1 1 1 0

4

5

0 1 1 0 1 1 1 0 5

Probabilistic model
p(x1)p(x2)p(x3)p(x4)p(x5)p(x6)p(x7)p(x8)

0.66 0.33 0.66 0 1 1 1 0

New sampled population

0 0 1 0 1 1 0 0
1 0 0 0 1 1 1 0

1 1 1 0 1 1 1 0
1 1 1 1 1 1 1 0

1 1 1 0 1 1 1 0

0 0 1 0 0 1 1 1

S. Picek, R. Santana, D. Jakobovic Maximal Nonlinearity in Balanced Boolean Functions



Motivation
Problem definition

Estimation of distribution algorithms
Experiments
Conclusions

Multivariate models

Singly-connected EDAs
Algorithm 2: Tree-EDA

1 D0 ← Generate M individuals randomly

2 l = 1
3 do {

4 Ds
l−1 ← Select N ≤ M individuals from Dl−1 according to a selection method

5 Compute the univariate and bivariate marginal frequencies ps
i (xi |Ds

l−1) and
ps

i,j (xi , xj |Ds
l−1) of Ds

l−1

6 Compute the matrix of mutual information.

7 Compute the maximum weight spanning tree from the matrix of mutual infor-
mation.

8 Compute the parameters of the model.

9 Dl ← Sample M individuals (the new population) from the tree and add elitist
solutions.

10 } until A stop criterion is met
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EDAs

Efficiency-enhancement techniques

Addition of greedy search algorithm that proposes swaps
between pairs of variables with different values.

Partial sampling. Use a template from the selected
population and sample only a subset of the variables using
the learned probabilistic model.
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Experiments

Goals of the experiments
Investigate the difference in the behavior of the EDAs for the Boolean function
problem.

Determine which are the factors that influence the performance of the algorithm
the most.

Study the properties of the fitness landscapes for the Boolean functions.

Investigate the characteristics of schemata of different lengths.
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Experiments

Findings from preliminar experiments
The class of probabilistic model used was not necessarily the most decisive
factor in the success rate of the algorithm.

The selection strength, determined by the truncation selection factor had a
strong effect in the success of the EDAs. In particular, it seems that a very strong
selection pressure was important to reach high fitness solutions.

The sampling rate was also crucial. A low sampling rate (r = 0.25) led almost in
every case to solutions of higher fitness.
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Experiments

Settings

Boolean problems investigated: n ∈ {8, 10, 12}.

Truncation selection with parameter t ∈ {0.2, 0.4}.

Population size N ∈ {50, 100, 250, 500}.

100 experiments were run for each EDA configuration for
problems n ∈ [8, 10]. For n = 12, only 20 repetitions.
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Experiments

 UMDA                Mk1−EDA              Tree−EDA
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Figure : EDA results for different configurations of the population size
(N ∈ {50, 100, 250, 500}), the truncation parameter t ∈ {0.2, 0.4},
and different problems. n = 8.
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Experiments
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Figure : EDA results for different configurations of the population size
(N ∈ {50, 100, 250, 500}), the truncation parameter t ∈ {0.2, 0.4},
and different problems. n = 10.
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Experiments
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Figure : EDA results for different configurations of the population size
(N ∈ {50, 100, 250, 500}), the truncation parameter t ∈ {0.2, 0.4},
and different problems. n = 12.
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Experiments

Fitness landscape analysis

Figure : Local search algorithm.
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Experiments

Fitness landscape analysis

Table : Local search results (landscape analysis).

Boolean variables 4 6 8 10 12

Initial avg. fitness 3.125 19.33 98.21 445.6 1 896.7
Converged - avg. 4.871 25.07 111.5 471.6 1 951.3
Converged - max. 4.875 26.75 112.984 476.999 1 967
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Experiments

Fitness landscape analysis

Table : Fitness landscape properties. d(P) is the population
diameter. dmmn(P) is the normalized average population distance.
∆dmm represents the variation after convergence, Amp(P) is the
fitness amplitude and ∆Amp its variation, and finally, Lmm(P) is the
number of local search steps.

Property 4 6 8 10 12

d(P) 16.0 50.0 161.0 590.0 1102.0
dmmn(P) 0.250162 0.319821 0.397437 0.433907 0.464635
∆dmm -0.000322 0.000432 -0.000173 0.000047 0.000260
Amp(P) 1.000796 1.066978 1.030360 1.011429 1.000000
∆Amp 0.345531 0.173949 0.071524 0.034883 0.8319
Lmm(P) 3.224 12.828 26.606 42.102 7.9
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Experiments

Deception analysis
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Figure : Probabilitity of the schema for n = 4, k ∈ {1, 2, 3, 4}
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Conclusions

Conclusions
Experimental results with EDAs that confirm a weakness in fitness function if
using only the maximal value of Walsh-Hadamard spectrum.

We provide a fitness landscape analysis that gives some insights into the
perceived difficulty of this problem.

Our investigation points us that two main sources of difficulties are the search
space size and the high number of symmetries.

No significant differences were found in the behavior of the EDAs with different
types of probabilistic models.
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